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Abstract

The Internet has now become a social infrastructure that supports people’s lives and
industry. The provision of services using cloud computing, a virtual infrastructure on
the Internet, has also become indispensable. Technological development is underway to
provide secure and stable cloud services. Research and development in virtualization
technologies for cloud computing is also needed from various viewpoints such as infor-
mation and network security, network resource allocation, failure recovery, and service
quality.

In particular, for the prediction of network resource allocation, data collection and
analysis by actually monitoring the service, system modeling and analysis by simulation,
and analysis by approximate solution method based on the modeling are considered.
However, which method to choose is a trade-off between time and accuracy.

In this paper, a mathematical model is proposed to predict effective network resource
allocation, focusing on DoS countermeasures and service reliability to provide stable
cloud services.

For denial-of-service countermeasures, we propose a mathematical model for DDoS
attack mitigation in Chapter 3. DDoS attack mitigation measures are intended to prevent
the loss of packets of normal communication outside of the attack in order to continue
service during a DDoS attack. In addition, it is important to predict the appropriate
allocation of network resources, such as communication bandwidth and packet storage
capacity, to achieve this. In this paper, a mathematical model of DDoS attack mitigation
scheme using diffuse flow control is proposed to ensure continuity of service in the event
of a DDoS attack. In this scheme, routers and other devices from the DDoS attack source

to the attack target are configured in an overlay network. At this time, it is necessary to



6 Abstract

calculate the transfer rate of the attack traffic. The proposed calculation method in this
paper by improving in the existing one can extend the mitigation time in the case of actual
networks of which the buffer capacity of each node varies. The paper also shows that
even when the attack scale of a DDoS attack increases, our proposed method is useful
the paper by allocating appropriate network resources according to the attack scale.

For service reliability, a mathematical model is proposed in Chapter 4 to estimate
the amount of network resources required to provide Multi-cloud services. Multi-cloud
services developed by Microservices-based applications Multi-cloud environment have
become increasingly popular using container virtualization. Here, managing Multi-cloud
services is complicated in resource management, such as how to allocate and manage
computing resources efficiently. To solve this problem, a multi-cloud service model for
resource estimation is proposed. Then, an approximate solution method using this model
is presented. Specifically, it is to predict Pod failure, regeneration, and increase/decrease
based on the overall state of the system, assuming that the network resources are operated
by an orchestration tool. In developing these mathematical models, the mathematical
models used in the availability analysis of the replenishment and maintenance system
were used as references. The accuracy and time of the analysis are then verified by
comparing the results of Monte Carlo simulations and approximate solution methods. In
addition, the usefulness of the approximate solution method in predicting and managing
the resources required for a specific network is verified from the calculation results of

the approximate solution method.
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Ji(t) = D;'Jsuc(i)(t —d;) — D;S i(ugueiy (t — di) — ui(1)) (3.1)

7272, 0<J;(n) < LG) &3 5.

7272 L

1

1

|pre(suc(i))|

D; = .
|pre(suc(i)) + 1|

suck): 7 —F kDT — R
pre(k) . 7/ —F kD LR/ — FOESE

(3.2)

(3.3)
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22T, RQG.1) OAUFE—HEZFY 7 ME, FHPEAEE XX 41/ —F
it/ —Fi+] OMOEZBERRE (2720, EDTFTDedFEUME, D; 2 5Hik
¥, D; DRI, S, G AT — R TH 3. J() X, T/ —Fho¥koh s
THRR L — b Jaey(t — dp), 2Ny 7 7 fEHR wi(r), TR/ —F2oELNTE Y
7 7 R uget — dp), &7 — FRIOMERAARERIR L() XKD EHEHh S, 271,
2T =R S 1E /) —RiDoRNy 7> BERLT 3.
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3.3 REAI

BEF 730 [13] T, 28R R 3.2) oBHRp k512, &/ — FO TR IR
BV — PORERIC LR — RO THEH 2172 ->TWw5. LaL, FEED DDoS
WERN S AT LCTEEST 5/ — FOEHMER O RA R0 L/ — FAGoV > 2
BbRATHE., £z, K/ —FORNy 77y BBEDIE—TRVWEEDH . oD
ZRINTHRVW®D, FE/ — R TONY 7 7 DIENPRINTE 2 2 W5 HEEDL D
5. LB TZoMERFARL, XL — FOBEHRORELIZOWTHENS,

33.1 REDES5DOTZERELIILBIADAR

BEAA 3] T, Ny 77 HARZEELT 22 2B LT, XG0 2E
ELTWS., L2L, &/ —FONv 7y RENRELRZE, KRG EANY 7 7
FARDOFFEITD 12D, B/ —FONy 7 > BEDEWVIC X 2REBDFIELE
RMENBNBEDRDS. HlZ1E, HHED /) —FLZDOFRD/ — FONy 7 7 KEN
ZNZFHN10GB ¥ 20GB T, ¥H5 56 \y 7 7 fHHEN 0.5 DIGE, ThzhonNy
7 7 &I, 5GB ¥ 10GB TH 3. ZoHa, BMEFEAN[13] TIEEED , — FOR
(3.1) DILBIED R 7 — UREL X (N 7 7 {HHEDZ) 1% 10GB X (0.5-0.5) = 0GB
b, HEONy 7 7 HHED  — FEDZ 20GBX 0.5 - 10GB X 0.5 =5GB %
RERW. ZHUCED, AROHNTHZ, &/ — FORD ZBEHET 2N TER
WHENAET 2 (K 3.3).

DI RERT LD, BEAR[13] THALTWS Ny 7 7R () %,
J — ROFIFRTRERERD DNy 7 >y BREE AT —L T3y 7 7 RER U(t) &
I3, ZHCED, &/ —RFRONy 7 7 BEIIHT 2K ORELFHELELT S L5
2, ORGSR 3720, KOFRMINy 77 2EHTE 3. 2%h, £/ —F
DNy 7 7 BEDEWNZ X ZHFEARNOMEREZRIRT 5.

HEARELT, &/ —FONy 77 HEORXLOXR2ERLIZIREL — FEHE
X 3.1) DILECEEZR B.4) DEBHEFHET 3.

Ji(t) = D;Jsuc(i)(t —d;) = Di(Uueiy(t — di) — Ui(1)) (3.4)

BB, &/ —FONy 7y BREDFA—OLE, WRGNEBEFGR [13] XFREE
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3.3.2 rROSHEZZELIERUT MNEOHRER

AT, N B.1) TERINTVWS R 7 MNEIZH) D 5EIRBDBIEERITS.
DEURE D, 1%, TR/ — F256 Bl — FIkoh T 250 — M 29T 2
7DD TH B, BFEHI [13] T, DDoS WEDXEITLHM 3.1 D X 5 12K
WIZH->TED, T/ —FICHLTER — N1 M2 R 25650855, 207
o, BEFARK[13] T, TR/ — R332 ki, — RofegFEE L, TR/ —F
PHELNTL 2K — b2 X (3.2) O BURBTHIL T 5.

L»L, /—FRIZEoTHLER/ — K607y NORAERNERZDT, BHF
FA[3] DX WHFEE LGS, 7y PORHEDZ W LR — FTIX, 7y
FETIR — FICEETET RNy 7 7 RET 2 e A TFREINS. 22
T, DEURE D, DEFRTH AR (3.2) IKoWT, Bt TOER/ — F2 5D T
J—RIZHRATE 7y FOMARZE LR/ — FOMARTHE L TEAMITT 2
FIRICEE T2 2 e CHIBOMEOREDRRERT 5. ZOHRRBICED, & LK/ —
R oD 87 v FDRAEDIENEIINT 2 (X 3.4).
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Bk, :03.2) 2 3.5 TEE T 5.

Ji(t — 2d;

, (=2 G > 0 DB

Di = Zk € pre(suc(i)) Jk(t - 2d1) (35)
0 (51 = 0 OB

K (3.5) TlE, MARZHMFHYZDDRAR, 2D, AL —M L@ LT
Wb, Flz, t-2d; 2o TWBDIX, /— RETEBIENMEED 122720 TH 5.

ZORY 7 MEDBEIZHEWT 4 — RNy ZIERICH - I1CER L 0B D, %
BT 2. Zhuckb, B/ —RIRLT, T/ — K557 0 ur i & i
fizimz oh, BEXER — FolnZEL — VEHKO RV 7 MEZEHINS. Zh
WEDE LR/ —FDr vy P ORAEDZITH U TFEEITHETE 5.
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7—27) ND/—FRi&, 7y hWEETEEZNy 77177 —F (BIF, bn) T
BT, IFF—arETI. YATFLL LT, HERELry bV —2 B8
L DDoS B2 MH T 54y bV — 7SR, Ton CHEEL TN 74 v 7 %2%
BLZANRY) Y TNA—IVEAERT 2BNEE »OMRINE. SEMry bV —
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WIGT 5. bn DI BEBILLLD T v 22535/ — FEFA bn, & Ptz
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bn fE2NEHEE L Tk L — P Z2HIEI L, THRICST v M 2Ry 771 V72T
5 (X 3.6). BEDFFMIILLT 5.

. &bnid, B/ —FONy 7 7EEE, WXL — MNRUODEHREZ 7 4 —F
Ny ZERE LTER — RICERET 5.

2. PR/ —F2oESNTERLT 4 — AN ZEREE/ — ROy 7 7 EBE
HZILIC Ty PORRIAL — F2EET 5.

3. T/ —F~NBH/—FOEEL — MIHE- THAIE T v P DIREEITS &
iz, B/ — R oREONTERIEID Ty M EZITFIMD Ny 7 7V >~
75 5.

4. IFF =T a UETOBEHPEL ETE, #Hilch 7 4 — Ny ZEREZT
Wo73580%, LilzHE 1~3 2FEMT 5.

EREOEIE AR, BT v OB 2TV, 740K 27— LA
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#£31 YIal—arosX—=x1

RT X —ROFEHH ZRE
bn £ 60
A bn £ 20
SFUA (a) (b) (c) (d)
Rkl — bR — Eijc [E] & LA PN
Ny 77 BEARR— [ 7E AL N [&5]E A N
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bn [E DR MGELERF ] [ms] 10
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35 Zal—>oavick B
3.5.1 ‘’EAXRDFEMAEICDOWVWT

WRAREZFHIS % 729, Y — 58D DDoS W% Bilh L 721, SHRTHW
BHEL — POBHAZHOTENEZ T2 32 —>ary%2i75. ¥Ialb—&iZ
XHER[13] D> 2 2L —X 2 —HZEELTHWZ. BRNIciE, 3.4 Hiod DDoS K%
A AT L% IaL—RTHEL, WEXTy FOREE, /—FEORT7y FO
IRRR EDRBRICEAL T, —EORETIREOZLE = 2IFHEBEIR L L, &
HROFEWL LTI AT LONREEZE(MNSIEIHEERY I 2L —> a VY THMEET
B2iTo7z. ¥/, I2b—2ayTHHT S8 X —&Zbn THRINE A —
N=L A3y bT7=27D b Rk [13] THALZDDEZHWE., T X=X
D—BEEZR3.1ITRT.

bn % 60 & L7-HAHIE, LT O XS REEICLS. bn 8L, BEZ X T LD
T 2F—N=VL A2y FT—TZHRT 2/ —NTHD, SR E#EL
TIRE AT LZHOWAHEN Ay P —28ITHYE T 2. AETIE, HEL TREY
27 L% FAWSEE D % IX (Internet Exchange Point) (215t 3 % & D (ISP FH¥EH,
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CDN H¥¥E, 777 FEES, T—XbUXEHEERY) YHEL, EBICHEET
2 IX I8N VDS D 22T 2021 4F 10 ABfE, HEPICEET 2
IX NOEHIERE G T 27— X X—2ZATH % Peering DB[48] 121, #J 900 @ IX
NEGRINTED, ENOBRFHIX 14 THS. Fiz, BENOK IX ICHERINLTHWS
v MU=, 1230 BETHS. HIZR, XZEREIhIzxy b T7—=2D 5
5 DDoS WEMFHNIS AT LZBMT 540y VI —08E2 457D | BELRET S L
AT 60 BEDOEMA Yy bV =7 BMBREAENS (K 3.7). ZHUTXD bn % 60
L7 £, Ebn THERENAZA—N=L A 32y P T7—=7D b RRIDRDEX
WKOWTIE 725 10 2 LTW5E., ZOFERIIZOWTIE, BFEAK [13] & ZR%Z R
TRDRECESE L.
DT X — &I,

[E—

A Yy b T —27 X Doy FDTRALAT bn DETDH 57 A bn #

2. A==l A Xy bT—=7 XDENY = ASANDOTRIVATCTT T v b TH S
Jit bn EFL — b

3. BV — NGRS 2y b7 =2 XD —N—L A 2y bU—=2 2N

ALTRANT v b (EHKOKE) ORANZ 74 v 7 EL—T

4. Bbn DNy 7y KE
5. &/ — NEOMEHRIRER T®H % bn [H{EH AT RER I
6. J— REDIRERIERFETH % bn i O miGEAE R
7. 7 —=FHED7 4 =Ny ZEROEEHEBE RS 7 4 — F Ny 7 IHHERE
]
Thb.

AEAETE & UClx, Sk [13] OFHEEAETH H 5, FReIZ2HET 20Tk
Dbn DNy 770687 v FHINHTHRAIOKZ] O7 v MERFEERZ) %
ToORHE 35, ZHhZ2fHEAERRH (mitigation time) & FEX.

3.5.2 ZEEAE

BIRDFHE A EICE D E, UTD 4 HRTH LT, FRrIREM T X — X DR
MREIC G2 2 B2 TARD T I a L —2 a VERZHEML .
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3.5.3

M) - BEF R

KR 1) IEECHER R AR (3.3.1)

®E2): FV 7 MEXKEAR (3.3.2)

R 3) HEBUE - RV 7 pEKE S (3.3.1, 3.3.2)

BEANEDLERICEY 5 RE

a2l —yaVvERTIER3IIDIFT VL @25 d) DEIITHENRNTRX—=—XD
BEHREL, bT7 74 v 7R EL—b ey 7 7 RENETNZNEEL 7YX LD 4
DOMABDOET, 50 X =YD b RERY (K3.8) THWTY I 2L — a v 2E
L7z, &7z, UTREBIEDO S F VU A% T 5.

(a)
(b)
(c)
(d)

Ny 7y BREROIEHE T 7 4 v 7 —E

Ny 77 BETVRL RN T T4 v 7 —E
Ny 77 BE—E ST T4 97T VKA
Ny 77 BERPGH ST T4 v 77 VR A

7272L, FERaITHES 7 X LRMEHIIONWT, FL MR TER—E L.
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F£32 Ial—TardRosRXA—&2

RT X —RDOFEM Z5E
bn % 60
JitA bn £ 20
>FUA (e)
FRIEL — b oRR— Y 5 VRN
Ny T 7 HBNRR—Y I A
JiH bn E(EL— b [pps] 1.0 X 10°

WMANT 74 v Z7EFL—1 [pps] | 0.5~ 1.5 X 107

bn D\ 7 7 & [packet] 1.0 ~ 3.0 X 108
bn [E8 F RTRE R [pps] 1.0 X 10%
bn [ O ARHGEIERERE [ms] 10

7 4 — F Ny 758X (S R [MS] 10

3.5.4 IWBRIRDBAROZEICEHT DEE

DDoS WEDFBIIE & HWIMEICH D, Hl 21X, Amazon Web Services & 2020
£ 2 A1 2.3Tbps @ DDoS WE %217 Z e G I TW\W3 [1]. 22T, KEH
OB KIZEBARS R T ANDEEIZOWTER TS, RI2OHBLF 749712
HETEMANI 74 v 7FEL— ML 7GR ICOWTOERZFEMT 2. B
I, K31 DOTFVF ) KBF2MANT 7 4 v Z7EEL— b, JiH bn &%
BEL— MR, bn DNy 7 7 JER 100158 L7z F U % (e) ZAER L, WERIE %
WAXEEEZBIIOWT, KB 3) TSRNEX—rD M RaYZHWT, %R PT
DIRFIREE N ORI 22 2 ERTDOR /) — ROy 7 7 BRI LTERL H W
Ny 77V YT LTVWEDERT Ay 7 7 EHRZHERT 5.
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3.6 HERCER
3.6.1 MERAXDEMN

353 DFEBRITBIF 2 50 8% — 2D bR Y DFERDFIEMER (s) 2K 3.9
AT, Fz, K310 F VA () EEL— PNy 7 7 HENEELE T VX L
WKEDL S, PR ICX o THEAR [13] 1ITHART, 3 2O®EHROREMRERHE
B SENT 2% T, HENIBFEA X [13] oA Z L L 2OWBEH
ROBHIRR O HREZRS. #lliD 1~40 OB BICHYE T3 FRaJiE, 50 8% —
YOI ERYDIBERG, BFAR[13] LW 3) OEMHOEIRNE 2B D
(FS 1~20), FHREOENPRARKDDD (FF 21~40) TH 5.

390 BY, FEEMRREILL, BEE) tHBRLGE, 2 T3 F VA THER
M LEEBHERE IR0 T, RTIRXA=XPL P RBYDEA S I2L-oTIE, K310
DFEF A0 DX S1Z, ¥ 1.7 BORMRHZIEIXTZeBTETWVWS. MAT, &K
CE/NOFEMER D (2) 205 (d) DETHOTF U FIIBWTHE 3) 2EEF) & L1 3.
PFUA (@) () DEIBANY 7y HEEDHEIWE, BF) CWR 1) X3k
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>FVF Q) Ny 77 HE—E - WEBEXTF v P —F
7k B | B D) | R 2) %R 3)
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BNy 7 7 BN (s) | 36.47 | 3647 | 37.74 37.74
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EE Ny 7 7 HISORE (s) | 36.59 | 36.59 39.30 39.30
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ANy 7 7 HISORE (s) | 49.53 | 49.53 50.23 50.23
BE7) & okt (F9) - 1.00 1.08 1.08
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X, Ny 7y BEI—EDYE, 3.3.1 HOERGINEBEFGN [13] 1%, BRI
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MR/Nbn DNy 7 7 EREROREBIZ) IZOWTOBIRIEZEME L2, R LT
3110 Bh, &R DIFBFRICER, Ny 7 7 REED bn OOHDVNE L KRD
Zedbhoi. ZTOZEX, Fbn DNy 7y EREBDOEBLEHEBHELTWE E
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K34 REMEROAEIC X 2 HE

>F Uk NI 7BETVEL KRBTy b7 U X L
7 K 3)
74— F Ny 7GR (ms) | 10ms(1 £%) | 100ms(10 %) 1000ms(100 %)
R R T D TIHEAIE (s) 36.83 36.66 29.49
FRa PG Ny 7 7 R 0.66 0.66 0.51

THRE 1) 2343.64s 72o72). %72, bn DNy 7 7 BABI DR 3 , fEEOD
SRDVNE L 723720, HlZIE, K3.1112BWT 15 HEGRLIED X 5 1R R
FREEL R SR, R bn 26Dy 7 7 i Z 5[ ZEILTWE e bbb,
INHDHFOVWTIX, D MR P THRKDOERTHZ Z e ZHREL TV A.

BIal—va VEMANTHEET 2, ®R2) IZEE ITHLT, ¥+ V4 (a) B
5(d) DRE—=YOETO MRu YT, BARFMES LR MR R, ZuX, B
V7 MEKBEFE B32H) 2387 X=X b Ru Y DBEWETZIICIINL, JILEE)
REFRFELTCOAEREEEZLNS. LEL, HE D IKOVWTIE, ¥FUA4 (b)
KU () T, PETIED 2 RARMEIEF K [13] Z T E 258 SR L.

AFRIIEFCRRZHMH L 725D TH D, & bn DIREOERIENS & Z DR
MRETERLRDE., TDRD, KETIE, BEHFEOBELFL 10ms & LTV
%. 72, REERICOWVWTERT 2-H12, 74— Ky ZIE#BEEREZ 100,
1000ms L WO EWVWRRE L, I a2l —>ary2EMLEER, BEMEIEL R
5 e IBENRPNEDOSLL B 2 e bR L7z, 7272L, 10ms £ 100ms Tl K& 7
EWIE R Do 72 (5% 3.4).

DEXY, ZR3) OARXD P Ra OB MER T X —XFEIH LT, KbDFEHK
IR R 2R L, A [13] OBRE LTHRBKREVWZ e 3bhrd. —7,
@ 256 (d) DETOTF IV HITBEWT, FREIDEWC X BEMRRNERZ 2
EORBEITE. oz ik, BEAX 1Bl KBV THiEHIhizcTHs. Z
NHIIZDOVWTIE, PRI KONy 7 7H/E, 58537 v PEDIT X —RDFIEIZ
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K35 WBEBOEKICX2EE

>F UK (d) (e)
L RIS | 38.75 | 36.76
FRueD1

= | 0.705 | 0.580

N FERIEERST | 39.71 | 37.96

FERuao2
X | 0.623 | 0.679

L BRI | 48.53 | 42.94

FrRuaP 3
% | 0.818 | 0.735

N BRI | 34.99 | 29.77
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Q) DX —ZTOWMEREICEIDR—Z | & DTN — ZABMFEH LA, oD
NR=APHRN—=RZ (1T U THIET A4 7 2 2 BiEH OIRE

(4) N—R i TOWEFAEIL LD X— ZABHFEHHIL, DOR—ZAPERN—2 i1
W UTIER 7 A T L %BERDIREE

(e @ RFQR) e B)IX, XR—xfEffae LTRICEETIERTHS. 22
T, N—ABHHEDEL U586, BOLLER—ZABITEBWT, X874 74 (T
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[ FreFLnmE |

"r?[—*ﬁg?'
BEES
GE -G8 g8 HSEF(7LOBESN
paliizey —
R—Ri|
%ﬁ?%?hﬁﬁ&bﬁui}

e ﬁg WET 4T L OIS EFH D

412 RX—REHERANDHIET 4 7 2 DEIER

OBEWET A T LEEETA TL) OFIER—AZANZEZ2EZS. TDI LT,
R—R [ WCHET 2EMERAIEET 4 T LADTFET AIREIILULT D3 D EZ L2 M
TE2% (X4.11).

(a) N—R | NEIET A T £ HFEEH
(b) R—Z | NIEH 7 4 7 L058kH
(c) N—R i DEMMRTOBEH, EH/EE

N—REERRADEEEX

R— 2B EZRBLEETATIE, N—ADOTVHET7A T LOERIC LY, EHE
RAMWET 4 T L DRBRNEL S,

Bz, R—AMHHREERLZWEES, N— A TORBERERMEEER D]
BRYRDL. —f, N—AEHHEBRLEGES, N—RZTH7 A T LPFELE
7B, MOR—ZXTOREDOFAEICED, ZOWET A4 7 L% X— B DG
XoTRIANZAREED 5. Thbb, N—2ADBHEIMERANDWIET 4 7 4 D%
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ROHEMT 5.

W2, N=RZFHT A T LBFELBWEGES, N—ARffaolickyh, o
N—=2H L THRET 4 T o 2BETZ k3. Thbb, WE7A4 7 0FE
BOBYT 2 (M4.12). 2O X5 LBHR 2 RX—XEH i OWET 4 7 2 DA KR
WKERLRFIUIR SR,

452 EUEE

FIETRLEZEZICESX L FR—ZADETFIIHT B3 IELENIEEZ, UTo
X212 RB. 12720, R=XiDFEFEH 7 4 7T 2R RF X =& & & LTEA
TbE, N—X | TOWERAEZ, FBEREH) ORTY VBRI & EZZH
TE 3.

EHDEE
RNR=R I WZTFWTA T LBFEET MRy, ZHWT, X=X jIZTHT A 7 L0347

EFTEHRMETT, R=ZkIHNLTR=R jOOEET AT LELNDHEE o 1

DITo k513803 5.

~ 1

B levzl,sik,j Ys

FREAVZE, R—ZLITHLTR=Z jHRBIERTA T L28ET 3HRDH
ER B (R=Z jIIH L TR kD HMET 4 T 22T 2HROFEER) 13,
LT X512 5.

g j (4.2)

Brj = & (1 — vy jan; (4.3)

N—ABTBERDT7 1 T LED %
R—ZABHFEIC L o TR=Z (I LT, BEPTH2HET 1 7 28O HAFRHE R,
i, B RAWTUTFOES1CK 3.

N

R; = Z Britki 4.4)

k=1k+#i
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F72, FARRICR—ZABIHIBICE o TR—Z (TR LT, BERTHBIEFETA T 4
BOMWHE 0 1%, By ZHWTUTD X512/ 5.

N
= Z Bijtij (4.5)
Jj=1,j#i
MEEDMDOR=ZANPER=Z i ITBEHNTHLHIET 4 7 28D d TH HHER
Piif(d) ROMDN =P HR =R i ITHEEPFTHZIEHE T A 7 280 m TH SR
Pip(m) ZXNTERENS.

Pug(d) = (R 2 4.6)
Pun(m) = (@ “E €0 @.7)

N—REBHRICTFEET BHET 1 T LBDOSH

RN=R I WZTFHT AT LPFEET 256, MOR—-RZTH7A4 7T 628ET5 2
LIEWY, ZOR=—ADER—=Z (I LU THET 4 T 228X L TL 32580 F 2
b, ZDRD, N—R | DBEHBRANDWET 4 7 2 DEEIX, NX—R i DfE
FEWCLZGEL, MOR—Z2DWEREICEZ 2B DD, BEIIOWT, 20
FBAERR LT3,

N
aki&x k(1 = yi) (4.8)
1

k=

T, R=R [ WXFHT7A T LIDBEFELBRWVIGE, X—Z i THREXIFEEL, o
FOWET 4 T APMEDO R — ZANFEXI N HERDIFBETI2HAER Ox; 1%, UT L
5.

KA

N
= Z a;i&i Ay (4.9)
j=1,j#i
PEZFHWTR—=Z i NICTFIHT A4 T LADFEET IH5EDORNER Y, FELRWY
BOWET 4 7 L DB AN DFIER A7 13, %h%ﬂMT@iouﬁ%.
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O L@@

X 413 ~N—2{ERE% O HATERERE (¢; < s)).

A = & + Rx;

A = &idi — Ox;

(4.10)

(4.11)

P EZHAWT 200 EREZ—EL L, M4.13 17T 1 ZOtHAEICHGERE (M/M/c;)

ZRWTAR — BB IE 7 A 7 2 DFES DR P

ci < s; DGE

Pi(k) =

Piy(0) = Z

x=0

s; <ci DEGE

o

;Pﬂm (1<k<c)
“fﬁ“P(m (c; <k < s;)
Ci . S§i—Cj k—S,'

Piatic  Pix

] Pyp(0)  (s; <k)

I

-1 x—l c, Si—Ci— s,——c,—

Z o

Pi(k) 3ZXITRENS.

(4.12)

(4.13)
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o

ﬁPﬂm (I1<k<s)
pi& k S
ip . < .
Poky = 4 ki Pis PO (si <k <c) (4.14)
Pl oSk
AT Py(0) (ci < k)
Si— 1 sl Ci
Pi(0) = i ( — 0! (4.15)
b =0 ng, Ci '(1 _plx)

LY a4 A 2 P

e, Zui = 0,04 = —, Ui =——, Pis=—, Pix=—, Pix<1ET 5.
‘=0 Hi CiMi Hi CiMi

R—R i ICPRE T 3ENMERTIGET 1 T LD D721
EEIREBIZBWT, X=X [ TEAXINIEERAIBET 4 7 2 80%, N— 2 BRj
RICHDBTATLE, BEFDOTA TLHBOEETE 5. [EoT, R—RiIZFET
LENERRIRET 4 T & DREELDS w TH B HER Py(w) 13X 4.6), K 4.7), X 4.12) &
O 4.14) kbR TcREINS.

Pi(w) = > > Pin(m)Pygd)Pip(w — d — m) (4.16)
m d

T/, N@4.16) KOR—R [ WZFHTA T LDFHES MRy, FIRE 7 4 T 4
ﬁkfi bi, UTEeks.

yi= ) Pi(w) (4.17)
w=0
= Z min(n;, n; + s; — w)P;(w) (4.18)

MEEDR=R i TOIRATLOBEFREL A, T, A IR TELNS.

A== (4.19)
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453 HEBE7ZILIVIL
LUTFOREBEZLIY XL XD, EXRX—ATOBRERBEN Z1TS.

Step0 N—R i DVIGEE) T 4 7 L8 &, TIRT A 7 LATFERER v, 12, @ 2AHE

252 %

Stepl pir <1722 51F Step2 . b L, ZOFKMARILIRINVIFELK T T2 (@
HrASATRE).

Step2 R—R i I L THRETO 74 7 285k %2R 4.2)~K (4.15) &b
AHET 5.

Step3 Step2 DFER KD, X=X i ITFAE T 2EMERAIRET £ 7 L DB w TH 5
fe% Pi(w) 230 (4.16) KD EHET 3.

Step4 Step3 TOFHEMEEE D LIZ, ERX—ATOVEIBE 7 4 7 8% (4.18) &
DEITREL, ZOEE 2T 5.

Step5 LT O 27z 37 5 Step6 N, Z5TRUIFNUIE — & Dy 2R (4.17)
XD HFEL Stepl ITRK 3.

‘&;ﬁ — ¢ (4.20)

72720 €> 0) lF T/ NS WEE T 5.
Step6 N—RX i D7 A T LDOBERA; X (4.19) KOEFHEL, T3 5.
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46 RILFI T FDELREE

YVF T T ROBITIE, A—F A L —ary—AThHIEXN LT S
T REFALT, Y= REEBLTW2 Y- RBRELILEL T 5240y T —72
BHRZ A -7 AL —2a vV — L THEHAZINS Z & ZHi$EIZ, Pod OFE, BHAEK
O, EREMEL-TFREITS 22 TH 5.

AREITIE, IOV FN—XTORBRBELHNT, GA6NLEHETIC
B2 EFIRETOYILF 2 7Y FOBEIRI CEEI5E Pod £ ZMth5 270D
IRIEZIRET 5.

4.6.1 AUBEEDBIE

HIEICLE, FIBE 7 A 7 2BERN ARSI X =2 L, RAVST X — XL T24)
HEZ 522 28T, ENX—ADT7A T LDOBEREREZ—EEEZ, IE7 A7
LOEERZZRL, SRETOT7 A T L0 MEHdRELTWS. ZLT, 207
MBI A LT, i VPagE 7y 4 7 282383 5. IR LKA S
X =R IR LU PIRE 7 A 7 2B OEP/ NS K725 % T, RIBIEZMEHL THE
B35,

—77, INF T S5URTIE, TBET AT 104% — FTOREMED D Pod &7
3. %7z, %/ — FOBREBREY - AOMARICL-T, &/ — NTEMfSL L
7%% Pod DAEERITEVHAEL % (K 4.14). LUMISELIEOME 2R

(1) %/ — R OFRME Pod B2 RKHIRT X=X L, KEHT X=X 724
HEZ52, &/ — FOMEREZ —~TELEZ 3.

(2) %/ — FOREBAF L RHMIED Pod DD 3 HBEEZ KD 5.

(3) DB, S, %/ — FOFIKE Pod BEFHHET 3.

4) (1) THRELZARHMANAT X =& (3) TatHE L7 F9BE Pod D ZED TR T
D/ — R T—ELUF DA, FIE LU EIBE Pod MERL 35, %/, %
B—EULDOGER, FHE U7 EEHBE Pod 8% FHWT, RIHRI X —&%2E
EL, (1) »oHiET 3.

IR FHEM 2 A T B e s g
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/’f—l‘r_ k ﬂﬁ:‘”f}f[s!k] B \\
Bs,k)
Z#Pod Pod RS
\ P‘y [ Pod |
_ | Bs.e)
\ /
B(sk) H—EZADOFAE
E— Bsn| 1zt
e
f \ Pod
1518 RERFE

Pod

\_ BE1Tas)) I—F i/

414 Pod ®/ — N TOE)Z



4.6 ~<ILF 7T KOEMEE 75

4.6.2 LR

EFIRABICE VT Py THEIL T2 Pod 1 CEIHE) Pod ) % RH ST X —
R o & UTEAT 3. 1Tiom DHEREREE T, P, OFRERERE
Eemy X VT psmy £725%. KTz, AJ1, W, BEREDN S VX LHEET S EREL,
CDETNERTY VAR EZ 5.

%/ — K n~\ODrequest IELENDTERE @ CEERTDHE, Y—E R s, /—
K 1 OFLIRIFIE pn 13, UFOESICET - EHTE 3.

A(s.) A(s)

Py = o2 (4.21)
(s g(s,n) H(s,n)

727z L, §(s,,,),u(s,n) =0 @i%é\bi, Psn) = 0 ZTZ)
P—E R s D&/ — F n~\ODPod BEZNDMER B ZLATDOXIITERT 5.

P(s.n)
N
2 =1 P(s,D)

OERIE, THIRFESEN ) — FI2 Pod BEMENS 2 L 2 BT 5. %72,
PR s IS B THRR v, 2T O X 5 ICERT 3.

Bisn = (4.22)

N
Z}'Z:] p(S,n)

5 (4.23)

Yis) =

&/ — FOEBES Pod BOHT
P—E R 51T 5/ — K kD Pod ITFEENFAEL, /— FilZH LW Pod 23 ER
X2 HARE B 7 D O 60 1E, KO L BHERT 3.

E(s.o Bs.iy
Ty
F7, /— Nk CHEENIFRELLE, FEHREMKRE Ty, OB/ —F i TEMZ
> Pod E o HARHE Ef(s,i) Oi, RDESITID.

O(ski) = (4.24)

N
Epiiy = Z Os.k,i) T(s,i) (4.25)
k=1



76 BAFE VFI 79 RDAy P 7= EFEOHEEITONT

—77, Pod BOFAEIZBENT [Pl DENREE 72 D ORI e, 1, LUTFD XS
WCERT 5.

ﬁ(si) .
. if Y = @,(5) or v < Ky
con =4 Toty (f y(5) = Puls) or y(5) < Pu(s)) 4.26)

0 (else)
SSRGS Ty ORNC Pry OERI% 5 Pod SO BRI O W Eyp, 1,
UToeBhTH5.

iT i = ¢y
Eyen ={ €s.i) Lasiy (Vi) = du(s)) 4.27)

—€i.i) Tacsiy (Vi) < da(s))
X (425) bR @2T) 76, F—ER sITHLT/ — ¥ i TEBES O Pod oM
REE, op 1, UTOXSITERINS.

Eusiy = Epsiy + Eags,i (4.28)

LEMNoT, /J—RFRiTH—E R s DEBZHED Pod BH w TdH 3 HRDTH
Prispo (&, R7Y VildfEr Az L, KTRIN 5.

(Ea(s,i))w CXp(—Ea(s,i))
w!

Prisiyw) = (4.29)

&/ — R ® Pod OERD S
J—FiD¥—LRsDPod DWFEIC LD, ERIFFS &5 Pod BOMARHE E (s
&, X (4.25) ABRICIT 2 5.

N
Erii) = Z Os.id L(s.i) (4.30)
=1

ME, 7—=—FiD¥—ERsDPod DFEIZE D, EBHFEFH L2 m TH D
EEZ‘;‘E P\r(s’,')(m) Oiﬁ(iﬁfﬁ‘é ﬁ% .

(Efsi)" exp(—E(s,)
m!

Prisim = (4.31)
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&/ — FOBfE Pod BOBHE
EHRED AT X = REHEREHZL, N (429 & X @431) 26, ¥—ER s,
/= R i O 7T Pod B &) 13, UTER%.

f(*s,i) = &(si) T Z Z(W —m)Pr (s,i)(w)p T(s,i)(m) (4.32)

w=0 m=0
RN (4.32) ZHWT, 4.4.1 BNZElal U7z PUEREE O (4) 1280\ TC, Bl e 725
VIIRE Pod B &) & BAENITRD 2 /57KIE, LT TH 3.
iy & &y DENTRTOY —E R s KU/ — F i TK (4.33) Zililz 813, &, %
KR 5. %72, ZABEOREFETIE, =001 & LTW3.

s,y — fz;,i)| <7 (4.33)

2L, 1> 0) /N REE T 5.
7z R WIGEE, BAEE A WT (4.34) T &) ZIBIEL, 4.6.1 OEBURIERY
BD (1) »HHETHET 5.

sy = (1 — )iy + W& (4.34)

7, RBEOFEFHAETIE, 0o=12 2L TW5%. &1L, wid0<w<1 D@EY%
HET 5.
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4.6.3 EUBEADRE
ERECHEA SN2 KB E LD LUTOEI RS,

Esmy Prspy DFI5ME Pod £

Psny Y—ERs, /—Fn WX A FI =R

Sskjy P EPup THIEMHEL, P, THEL R FRORER

€5k |Pipl D51 DEEET 2 FEROFESR

Bioy P—ERs, /—FiTHRIENREELEZLICED Ty ORERFESLHEOW
HHE

Busiy Pei DHERT 2BROFE K B Ty TREMMGES B OIRHE

Euuy H—ERs, /—FiOREGEHEOHRNHE

Bros 'pePuy CHERNCED, 7 — K i TR HOMEHE

Py Py DERTGEHED w TH B HER

Prisom 'p €Pwy DI & D RIS D m T b 5 e
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4.7 RILFAR—ZOHEHSE

ARETIX, 4.5 §iTRUaMEEr AW BEFERCEY TR I 2L —
Ya YORMEFEERE KT 2. 2L T, KETRRE L LML LUERE D
WTHGRES 2. F72, 41 IHA LT XA =X ROEEBEF EOEMER %
NN

NRIRA=RDFEEIL, BEOMHRATHHSINMECEET 2HEDOET L EZEREL
FRUERF U7, BERET ZRIE, FXN—R BT 2 EEBEHEREICT L TR—
ADT A T b DFEEGEERE D TN ELL BRI NIRRT HE. L,
SEE R R & SRR OIS ZE D R, b L I EEl» 356, N— ARG
BEZDLERDP LS, OAfEEr S I 2L — a YOMNERER % BoRre 5.
B — R B DOFIGEERRFENE, =1 £ L7

BB, YIal—Tavid, Hr—RAOWVWTKRTHBEZ 100 HERE L LizA4 XY
MEZERLTWS.
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K41 K7 X=X N OEEEFT R O F iR

casel
¥ AT LIREIR B}
base i A Hi . < simulation | VT{bfiE *ﬁ%ﬂ(}i,)%i‘é
1 15 0.01 0.17 1 1 0.952 0.959 0.709
2 12 0.01 0.13 2 1 0.941 0.946 0.521
3 10 0.01 0.12 3 1 0.942 0.945 0.293
4 0.01 0.09 1 1 0.928 0.927 0.048
5 7 0.01 0.08 1 1 0.923 0.920 0.256
case2
Y AT LRE#E .
base i A Hi S < simulation | VT{HfiF *ﬁ%ﬂ(}%’ii‘é
1 30 0.01 0.31 2 1 0.946 0.951 0.552
2 25 0.01 0.26 1 1 0.942 0.946 0.491
3 20 0.01 0.21 2 1 0.933 0.935 0.219
4 15 0.01 0.16 1 1 0.923 0.922 0.104
5 10 0.01 0.12 1 1 0.916 0.910 0.597
case3
S AT LREE .
base i A Hi & < simulation | VT{bfiF *ﬁ%ﬂ(}%’i%
1 90 0.005 0.12 4 4 0.978 0.975 0.303
2 80 0.005 0.15 3 3 0.979 0.976 0.323
3 90 0.005 0.11 4 4 0.973 0.969 0.405
4 70 0.005 0.18 4 2 0.972 0.966 0.520
5 75 0.005 0.18 4 2 0.968 0.962 0.630
6 70 0.005 0.18 4 2 0.972 0.966 0.521
7 85 0.005 0.15 3 3 0.977 0.974 0.353
8 85 0.005 0.14 3 3 0.972 0.968 0.426
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R 4.1 %7 X =2 OB FEEEFHE O FEEhGE R DO =
cased
AT LEER
base n; /1,' i Si Ci *Hiﬂ‘gfgiél:
# simulation | SEMUE | (%)
1 70 0.01 0.25 4 3 0.970 0.968 0.235
2 65 0.01 0.22 3 3 0.965 0.962 0.310
3 60 0.01 0.21 4 3 0.965 0.962 0.352
4 55 0.01 0.19 3 3 0.962 0.958 0.423
5 50 0.01 0.17 3 3 0.959 0.953 0.557
cases
AT LEER
base n; /1,‘ i Si Ci *Hjﬂ%ﬁ%
H simulation | JT{f# (%)
1 50 0.01 0.17 3 3 0.969 0.964 0.537
2 30 0.01 0.16 3 2 0.958 0.949 0.913
3 50 0.01 0.18 3 3 0.972 0.968 0.470
4 40 0.01 0.14 3 3 0.966 0.959 0.716
5 30 0.01 0.11 3 3 0.962 0.952 0.982
6 30 0.01 0.16 3 2 0.958 0.949 0.956
7 50 0.01 0.26 3 2 0.970 0.965 0.510
case6
2T AEER
base n; /11' i Si Ci *Hj(ﬂ%:n&%
K simulation | JTLUf# (%)
1 54 0.01 0.18 3 3 0.958 0.954 0.380
2 52 0.01 0.17 3 3 0.954 0.950 0.444
3 50 0.01 0.26 2 2 0.959 0.956 0.396
4 48 0.01 0.25 2 2 0.958 0.954 0.426
5 46 0.01 0.24 3 2 0.957 0.953 0.464
6 44 0.01 0.23 2 2 0.956 0.951 0.488
7 42 0.01 0.22 2 2 0.955 0.950 0.545
8 40 0.01 0.21 3 2 0.954 0.948 0.607
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£42 5 X—ROHH 4.8.1)

Parameter || Variable Values
N 5
A 1~20
u 0.1 ~4.0
du 0.30
ba 0.28
T, 60
Ty 1500 ~ 5000
T, 100 ~ 300
a, 0.1 ~04

48 RILFIV5UFOREFE

AEITIE, 4.6 HICTRUDELEEY 44 HICTRLEETFIVDREES T TH
nayIalb—YaYCX2BEFREEZEMT 5. BEFFEEREZIKT S22 T,
VUSRS DRI R B E T O ERMICOWTER T 2. 7, ELREEERHL
T, KaaS TH—UE RAZEHL TWA Y — L 2RBUERPLBEL T 25y VT — 7 &R
DHEEZITV, HEERZ2ERETH - BFEEHICBI 2HHEZREET 5. 1B,
fEETEICIE, Google D1t 3 % Colaboratory[49] @ Python % fififf L 7.

4.81 E{UFEE OFHERE OIREE

ARIETIE, HETE2~YLF 779 FOFKKCIR>LETLVORELERT 2729
W2, 44 EICRLEETLVDIRE -T2, EVTHhrunyIal—arickd
BRI EEFENET 2. £/, Pod ®/ — FEOBE) (B) =X Pod O EHIKI T 29—
Y 2ZDFGHR (v) 1B LTI, 4.6 HioEFER 4.21), (4.22), 4.23) IS, &
DZLZERBLEEYTANLBY I 2L —3 a v &ERIREDORUERT B ORER % Hig
T2 LT, IRREDREE 2T 5.
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x43 T—%tv rofl

N A ¢u ¢d TO
5 5 0.30 | 0.28 | 60.0
case 1

Node ID | u Ty T, a,
0.1 | 3000 | 100 | 0.1
0.4 | 5000 | 120 | 0.1
0.6 | 3000 | 150 | 0.2
1.0 | 2000 | 200 | 0.4
0.2 | 1500 | 300 | 0.2
case 2
Node ID | u Ty T, a,
0.1 | 3000 | 100 | 0.2
0.4 | 5000 | 120 | 0.2
0.6 | 3000 | 150 | 0.2
1.0 | 2000 | 200 | 0.2
0.2 | 1500 | 300 | 0.2

N | B | W[N] =

N | B | W[N] =

INTA—RZDEFE

AREIDOFMEFTEIAEH T 287 X=X DFEEICDHzo T, HET Sy bT—2
ERLIZ10HOT—&2ty v 2R 42 DT X —XDOHFFHNHFEATS. £ 4312
F—Xty bOHlIERT.

R DG 2 MRS 5720, EvFhrayIal—Ya vz —o
DF—&ty MZHLTI0OEEMLZ. 1EOEYTFTH LAY I 2L — a3 Vi,
&K 200 HREFE DA XY METEBL TW5., /2, EVFHrayIal—Ya
> DOFAtRD 5 E) Pod B2 B L, —&HH (2000 FfE) TOZELZEHAIL 7.
—EHETOZALDERREEDRIEDKR TR LFRIL, 2T/ — FTOEgHEE
Pod DA 0.01 LT R-7581E, ¥Iab—yary2EFEIELT, Z20fER
MR L7,
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LIS EAREE
RKA443FIRA3DRIRA—RE2FHLIEIEMR 725, & — NOFIDEER054E)
Pod ¥, BEYDFERETH 2. ErFhrnsIal—Y g iZonTid, B
L TWa7:0, FEHE, RAE, f/IMEZEEL TW5.
FA4ADPHLITRTOTFT =&ty MIZBWT, EvFHilndIal—ayOfER
DHEIFHPNEPEEDFERBINFE > TR Z bbb, BODEOT—Xt
MZBWTH, AKOREEIE2EML, 7—%tvy b 10 52D/ —F) O&F&F
50 48 fHCE Y T AN B I 2L — a > DfEEROHFHAN TR DOFE R DY
F o/ (X415~ 4.19). /=, mfEErEyTHh ey I alb—Ya YOFFHE
EE, EBURIEDY 0.49s, EvThHLrmas I al—>aryp 161.89s &b, il
fRIED Y T 2L — a IZHN, 100 UL EEWEER ko 72 (3R 4.5).
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85

K44 RA3D7—Kty FTORRE

casel
Node
Computing
1 2 3 4 5 Time(s)
Approximate
13.79 | 8.75 | 8.09 | 7.19 | 9.81 0.39
solution
Mean. 1394 | 934 | 829 | 7.38 | 991 219.05
Monte .
Min. 13.41 | 841 | 7.83 | 7.04 | 9.49 96.84
Carlo
Max. 14.83 | 10.23 | 890 | 7.90 | 10.43 336.67
case 2
Node
Computing
1 2 3 4 5 Time(s)
Approximate
21.45 | 13.67 | 8.80 | 5.54 | 10.71 0.54
solution
Mean. 21.60 | 14.35 | 9.25 | 597 | 11.19 187.10
Monte )
Min. 20.37 | 13.62 | 8.69 | 5.53 | 10.51 93.16
Carlo
Max. 22.29 | 1491 | 9.61 | 6.27 | 11.57 236.70
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1 2 3 4

» Approximate solution

=X

5 6

4 Monte Carlo Simulation
Minimum value

¥
¥
x
=z
7 8 9 10

— Monte Carlo Simulation
Maximum value

419 7 —F 5 OF854E Pod X

£ 4.5 “FHEERR (sec.)
computation .
) Approximate Monte Carlo
time for 10
solution Simulation
data sets
Mean 0.49 161.89
Min 0.23 12.88
Max 0.75 301.88
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£4.6 NRTRAXA—RDEM (4.8.2)

Parameter || Variable Values
N 25
A 100 ~ 1000
u 1.0 ~4.0
du 0.30
dd 0.28
T, 60
Ty 3000 ~ 5000
T, 150 ~ 200
a, 0.04

4.8.2 KaaS A\DEAA

KaaS OEHIHEE

XHR [50] T, ¥ 7 — (BR) TEM$ % KaaS 122\ T, &it L EASEED 18724
Bl tnwg. Fth, ZEoaysHbIn7 75— a v EHER
3 %728, Kubernetes[18] %77 4 X— k7 77 RENHZH —E Z{k L 7= Kubernetes
as a Service (KaaS) ¥ LT, 2018 8 AN SEMZFBL TV,

Z®D KaaS TlX, & Web Yy — v A ZXE-EHITI3HMI ML &
Kubernetes[18] 232t X T\ 3. [AfED KaaS DiEFHSEAE L, 2020 4 12 HRF T,
a > F R 204,980 1, 7 — REGH 27,900VM, # 860 27 & 2 & @ Kubernetes[18]
BhH3. £z, 1 /—FdDIZBE LTV aYy 7 FROFEEEIX, #7352
YT7F/S ) —=RekhoTED, &/ —FEjlL eted D VM BOLLERIZ, Z2hzh
Control Plane 7.2%, Worker 70.6%, Ingress 10.7%, etcd 11.5% TH 5 Z & b5
nTwna.

PEDZEeHs, 12D PodIiC 1 DDAy TFH3eIRETZL, 1209 —¥
2HT=DF25 7 — FREETCEHRIATHWS 2 #Ellxh, %/ — FIFEER 7.35
EoaryTIFBREAETEE 58T —XLy PEERLT:. £4.61F, RETHHTS
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B 110 2A 20D 3Zdbh 5. Kubernetes [18] 1, —D2D/ — RiZH
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RZIZ, Pod DRI 2=V 27 (B) WKHT2 713V XLIZOWTIX, k& R
BHHY, ZOT7NT) XL EREPRRET 2 MEEICHAADL Z e B TENE,
FONBEEHIET 2 EMAREL E X L. ZTHUCOVWTIE, SHROFEE T 53.
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